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Attack Category

* Impersonation

Vulnerability Category

Softwar e Context

¢ Unchecked Return Value
¢ Threads and Processes

L ocation

* winbase.h

Description

The SetThreadToken function assigns an
impersonation token to a thread. The function can
also cause athread to stop using an impersonation
token.

Do not continue execution of aclient request if the
function fails.If the call to this function fails for any
reason, the client is not impersonated and the client
reguest is made in the security context of the calling
process. If the calling processis running as a highly
privileged account, such as Local System, or asa
member of an administrative group, the user may
be able to perform actions that would otherwise be
disallowed.

APIs

Function Name Comments

SetThreadToken

Method of Attack

An attacker could run a program that uses this
function without checking the return value. When
the check of the attacker's privileges fails, the
program would continue to execute using its own
privileges, rather than the attacker's (presumably)
less privileges. This could result in the disclosure or
ateration of sensitive information.

Exception Criteria

When the return value is checked and properly
handled, this function is okay to use.

Solutions

Solution Solution Solution
Applicability | Description Efficacy

Generdly Alwayscheck | Effective.
applicableto all | theresults of a
invocationsof | SetThreadToken()
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call before
using the token.

Signature Details

Examples of Incorrect Code

BOOL SetThreadToken(PHANDLE
Thread, HANDLE Token);

/* No error checking:
* thread and token are both
previ ously defined

*/

Set ThreadToken(t hread, token);

/1 Continue privileged operation

/*

Proper error checking

* thread and token are both
previ ously defined

*/

if (! SetThreadToken(thread,
token)) // Check to see whet her
this fails

return fal se;

/1 Continue privileged operation

Examples of Corrected Code
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Recommended Resour ce

Discriminant Set

‘ Operating System e Windows
L anguages « C
o C++
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